Docker & Compose Cheatsheet

Production-ready commands, patterns & compose templates

Container Lifecycle

Run ahf‘l alitn_ramny/a
docker run --rm-it ubuntu bash
Run dnfgr\horl wiith ractart

docker run -d --restart unl ess-stopped \
--name nmyapp -p 8080: 80 ngi nx

Executa inta riinninn ~cantainar

docker exec -it container_nane bash
Copy filee fram rcantainar

docker cp container:/app/logs ./l ogs
Follow lnne with timactamne

docker logs -f --tinmestanps contai ner

Insper\f rAantainar Aataile

docker inspect --format '{{.State.Status}}' container

Image Management

Bu”d with rarha hiictinn
docker build --no-cache -t app:v2 .

Multi-etana hiiild (elim imanac)

# Dockerfile
FROM node: 20 AS bui | der
RUN npm ci && npmrun build

FROM node: 20-slim
COPY --fron¥buil der /app/dist ./dist
CVMD [ "node", "dist/index.js"]

Tag anrd niich

docker tag app:latest registry.io/app:vl.2
docker push registry.iol/app:vl.2

Prune evvarvthinn iininicad

docker system prune -a --vol unes

ShOW imana lavar cizac

docker history --no-trunc inmmge:tag

Networking

Creat(: rlictnm natwnrle

docker network create --driver bridge nynet



Run or riietnm natwnrl

docker run --network nynet --name api app

Container DNIQ racnliitinn

# Containers on same network resol ve
# each other by nane autonamtically
curl http://api:3000/ health

Exposn cnarifir ID nnh/
docker run -p 127.0.0.1:8080: 80 ngi nx

Map LIND nart
docker run -p 53:53/udp dns-server

Docker Compose Essentials

Start 2!l eervirac

docker conpose up -d

Rebuild 2nd ractart

docker conpose up -d --build --force-recreate

Scale = earvira

docker conpose up -d --scal e worker=5

View |nne far nna carvira

docker conpose logs -f ap

Run ore-nff rammand

docker conpose run --rmapi npmtest

Stop and ramnva ovarvthinn

docker conpose down -v --rm al

Production Compose Template

Full stark avamnla

servi ces
api
bui | d:
restart: unl ess-stopped
env_file: .env
ports: ["3000: 3000"]
depends_on
db: { condition: service_healthy }
heal t hcheck
test: curl -f http://]ocal host: 3000/ heal th
interval: 30s
retries: 3
depl oy:
resources
limts: { cpus: '"1', nenory: 512M}
db
i mge: postgres: 16
vol umes: [db_data:/var/lib/postgresql/data]
envi ronment :



POSTGRES_PASSWORD _FI LE: /run/ secrets/ db_pass
heal t hcheck:
test: pg_isready -U postgres
interval: 10s
vol unes:
db_dat a:
secrets:
db_pass:
file: ./secrets/db_password.txt

Debugging & Performance

Resourr\n 1cana ctate

docker stats --no-stream

Check whyv fcantainar avitad
docker inspect --format '{{.State.ExitCode}}' c

Live fileevietam channac

docker diff container_nane

Exporf rantainar filacvictam

docker export container > fs.tar

Benchmarl huild tima

DOCKER_BUI LDKI T=1 docker build \
--progress=plain .

Security Best Practices

Run ac NnNnn_rnnt 1icar

# Dockerfile
RUN adduser --di sabl ed- password app
USER app

Read-nnhs filaevietam
docker run --read-only \
--tnmpfs /tnmp ngi nx

Drop all ranahilitiae

docker run --cap-drop ALL \
--cap-add NET_BI ND_SERVI CE app

Scan for vmilnarahilitiae

docker scout cves image:tag

NO new nrivilanac

docker run --security-opt no-newprivileges app
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